EXPRESS MAIL NO. EV447225245US 

SECURE TIME MEASUREMENT ELECTRONIC DEVICE AND METHOD 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention generally relates to systems for managing 
5 rights of use of digital files. Two types of rights of use can essentially be 
distinguished. A first so-called number-condition type of rights relates to the 
possibility of using a digital file a predetermined number of times. A second so- 
called time-condition type of rights relates to the possibility of using a digital file for 
a predetermined cumulated time or until a predetermined closing date. 

10 Description of the Related Art 

Among examples of application of the present invention, the 
management of rights of use of video files, of music (MP3), radio, or broadcasting 
files will be mentioned. The rights of use or of exploitation of contents managed by 
a time-condition system are most often direct rights of use, that is, rights of 

15 listening to an audio digital file or of screening a video sequence. Other 

exploitation rights such as the copying, the transfer, or the printing of digital data 
are generally managed by systems linked to number conditions rather than to time 
conditions. It is however not excluded for right management systems to use time 
conditions (for example, calendar) to set a time period during which the person 

20 entitled to the rights is allowed to copy, lend, transfer, or print a digital content. 

Figure 1 very schematically shows in the form of blocks an example 
of an integrated circuit enabling management of time-condition rights. The circuit 
comprises a functional block 4 (FUNCT) enabling reading of a memorized music 
file, for example, downloaded from means not shown. Block 4 is a synchronous 

25 block which operates at the rate of a clock signal CK. The frequency of signal CK, 
from which block 4 especially generates music signals, must be very accurate. For 
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this reason, signal CK is generated by a quartz oscillator 6. In the state of the art, 
it is impossible to integrate such an oscillator in an integrated circuit, and oscillator 
6 is external to circuit 2. A counter 8 (CNT1) clocked by clock signal CK, gives a 
time measurement. The music file that can be read by block 4 contains, for 
5 example, a closing date. Block 4 comprises means not shown to compare the 
closing date and content CNT of counter 8, and to enable reading of the music file 
until the content of counter 8 is greater than the closing date. 

The time measurement represented by the content of counter 8 is 
only reliable if circuit 2 remains permanently in operation, and remains clocked by 
1 0 a clock signal CK, the frequency of which does not change. Known means enable 
verifying that circuit 2 remains in operation and permanently receives a clock 
signal, to forbid the reading of a music file memorized after a stopping of circuit 2 
or of signal CK. 

However, since quartz oscillator 6 is external to circuit 2, it remains 
1 5 possible, without stopping signal CK, to reduce its frequency between two uses of 
circuit 2 to delay, in unauthorized fashion, the time at which the content of counter 
8 exceeds the closing date (be it by a calendar testing or by a maximum duration). 

BRIEF SUMMARY OF THE INVENTION 

An embodiment of the present invention provides an electronic circuit 
20 comprising reliable time measurement means, which are not likely to undergo 
pirating. 

Another embodiment of the present invention provides a secure time- 
measurement method. 

One embodiment of the present invention provides an integrated 
25 circuit comprising a first counter clocked by a clock signal provided to have a first 
period and provided by an oscillator external to the circuit, and comprising a 
second counter clocked with a second period by an oscillator internal to the circuit, 
the second counter being reset each time the content of the first counter reaches a 
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first predetermined value, and a means for activating an alert signal when the 
second counter reaches a second predetermined value such that the product of 
the second predetermined value by the second period is greater than the product 
of the first predetermined value by the first period. 
5 According to an embodiment of the present invention, the alert signal 

is activated when the current period of the clock signal is greater than a threshold 
period, the product of the second predetermined value by the second period being 
smaller than the product of the first predetermined value by the threshold period. 

According to an embodiment of the present invention, the second 
10 period ranges between a lower limit and an upper limit, the product of the second 
predetermined value by the lower limit being greater than the product of the first 
predetermined value by the first period and the product of the second 
predetermined value by the upper limit being smaller than the product of the first 
predetermined value by the threshold period. 
1 5 According to an embodiment of the present invention, the internal 

oscillator is formed of an odd number of series-connected inverters, the output of 
the last inverter being connected to the input of the first inverter. 

According to an embodiment of the present invention, the second 
counter is reset by a comparator generating a reset signal each time the content of 
20 the first counter is a multiple of the first predetermined value. 

According to an embodiment of the present invention, the first 
predetermined value is a power n of 2, and the comparator comprises an AND 
gate receiving on a first input the bit of rank n of the first counter and on a second 
input the inverse of the output of a D flip-flop, clocked by the quartz oscillator and 
25 receiving said bit of rank n as an input, the output of the AND gate generating the 
reset signal. 

An embodiment of the present invention provides a circuit such as 
described previously enabling implementation of a predetermined function until the 
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content of the first counter reaches a predetermined limit, or until the alert signal is 
activated. 

An embodiment of the present invention provides a method of time 
measurement by means of a counter provided to be clocked with a first period by a 
5 quartz oscillator, comprising the steps of: 

a) rating a second counter with a second period, the second 
counter being provided to be reset each time the content of the first counter is a 
multiple of a first predetermined value; and 

b) activating an alert signal when the second counter reaches a 
10 second predetermined value such that the product of the second predetermined 

value by the second period is greater than the product of the first predetermined 
value by the first period. 

An embodiment of the present invention provides a method for 
managing a time-limited right of implementation of a predetermined function by 
1 5 measuring time according to the preceding method until the content of the first 
counter reaches a predetermined limit, or until the alert signal is activated. 

The foregoing features and advantages of the present invention will 
be discussed in detail in the following, non-limiting description of specific 
embodiments in connection with the accompanying drawings. 

20 BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1, previously described, schematically shows an example of 
an integrated circuit enabling management of time rights of a digital content; 

Figure 2 schematically shows an integrated circuit according to an 
embodiment of the present invention enabling management of time rights of a 
25 digital content protected against piracy; and 

Figure 3 shows an embodiment of comparator 16 of Figure 2. 
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DETAILED DESCRIPTION OF THE INVENTION 

Only those elements that are necessary to the understanding of the 
present invention have been shown. Same elements have been designated with 
same reference numerals in the different drawings. 
5 Figure 2 very schematically shows in the form of blocks an integrated 

circuit 10 according to one embodiment of the present invention, enabling, like 
prior circuit 2, management of time rights relating to a digital file, for example, a 
music file. Circuit 10 comprises, like circuit 2, a functional block 4 (FUNCT) 
enabling reading of a memorized music file and receiving a clock signal CK from 

10 an external quartz oscillator 6, and a time measurement counter 8 (CNT) clocked 
by clock signal CK. Unlike circuit 2, circuit 10 comprises another counter 12 
(CNT2) clocked by an oscillator 14 internal to circuit 10. The frequency of 
oscillator 14 is described hereafter. Oscillator 14 is, for example, formed by an 
odd number of inverters 15 connected in an oscillating loop. A first comparator 16 

15 (INIT) is arranged to receive content CNT of counter 8, and to reset counter 12 
each time counter 8 contains a predetermined value N1. A comparator 18 
(ALERT) is arranged to compare the content of counter 12 to a second 
predetermined value N2, and to provide block 4 with an alert signal when the 
content of counter 12 exceeds value N2. 

20 The counter 12, clocked by internal oscillator 14, measures that the 

frequency of signal CK does not fall beyond a given threshold frequency. Calling T 
the real or current period of signal CK, comparator 16 resets counter 12 with a 
period equal to T.N1 . Comparator 18 provides an alert signal to block 4 if counter 
12 contains a value N2, that is, after counter 12 has counted, without being 

25 interrupted, for a duration equal to T2.N2, where T2 is the period of oscillator 14. 

Calling T1 the nominal period of signal CK, corresponding to the 
frequency of signal CK provided to start block 4, and for a given period T2, values 
N1 and N2 are, according to the present invention, selected so thatT1.N1 < 
T2.N2. Thus, as long as period T of signal CK remains smaller than T2.N2/N1 , 
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counter 12 is always reset by comparator 16 before reaching value N2 and 
comparator 18 never generates the alert signal. If however, the frequency of 
signal CK is reduced and period T of signal CK is such that T is greater than 
T2.N2/N1 (for example, in the case where a pirate reduces the external frequency 
5 between two uses of the circuit), then counter 12 will reach value N2 before being 
reset by comparator 16, and comparator 18 will generate the alert signal. Block 4 
may be provided for, upon reception of the alert message, forbidding the reading of 
the memorized file, transmitting an error signal, or implementing any appropriate 
action. Of course, the conventional function of block 4 of monitoring the state of 
1 0 counter 8 to detect an exceeding of the closing date is, preferably, always present. 

Those skilled in the art should note that the closer to each other 
values T1.N1 and T2.N2 are selected, the smaller variation of the frequency of 
signal CK is enabled to be detected by the circuit 10. 

In practice, value T1.N1 may be substantially smaller than value 
1 5 T2.N2 to tolerate some increase of T1 before the alert signal is generated. Calling 
TT the period of signal CK from which the alert signal is desired to be generated, 
the foregoing results in that values N1 and N2 will be selected so that TT.N1 > 
T2.N2, while verifying the prior inequality T1.N1 < T2.N2. 

Counter 12, comparators 16 and 18, and internal oscillator 14 thus 
20 enable detection of a reduction in frequency, especially for pirating reasons, of 
clock signal CK. 

Comparators 16 and 18 and oscillator 14 are integrated in circuit 10, 
which makes their modification or deactivation delicate, or even impossible, and is 
an advantage of the circuit 10. 
25 Other advantages are that counter 12, comparators 16 and 18, and 

oscillator 14 are simple to implement, that they take up a reduced surface area in 
integrated circuit 10, and have a negligible power consumption. 

In practice, it is difficult to know the period of an internal oscillator 
such as oscillator 14 with a great accuracy. Period T2 of oscillator 14 especially 
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depends on variations in the manufacturing process of integrated circuit 2 and on 
the circuit operating temperature. Thus, period T2 ranges between a minimum 
value T2" and a maximum value T2", the difference between periods T2' and T2" 
being, for example, 20%. Preferably, values N1 and N2 will be selected so that 
5 T1.N1 <T2*.N2andTT.N1 > T2".N2. 

Figure 3 shows a particularly advantageous embodiment of 
comparator 16, in a case where value N1 is selected to be equal to an n power of 
2. Comparator 16 is in such a case reduced to a device providing a reset signal 
RESET of counter 12 at each change of bit of rank n of counter 8. Comparator 16 

1 0 comprises an AND gate 20 receiving on a first input bit CNT(n) of rank n of counter 
8 and on a second input the inverse of the output of a D flip-flop 22 clocked by 
signal CK and receiving said bit CNT(n) as an input. The output of gate 20 
generates a high active reset signal RESET of counter 12. Comparator 18 may 
also have a similar structure if value N2 is a power of 2. 

15 Of course, the present invention is likely to have various alterations, 

modifications, and improvements which will readily occur to those skilled in the art. 
In particular, the present invention has been described in relation with a counter 8, 
the content of which is used to measure time, but those skilled in the art will readily 
adapt the present invention to a down counter in which a value corresponding to 

20 the duration of the right is loaded, the right existing as long as the down counter 
contains a non-zero value. 

Further, the present invention has been described in relation with 
time rights relative to a reading of a music file containing its closing date, but those 
skilled in the art will readily adapt the present invention to any time right relative to 

25 the use of a digital file of another type and to any other time right inscribed in the 
digital file or communicated to the circuit by any other means. 

Moreover, the present invention has been described in relation with 
an internal oscillator 14 formed of an odd number of loop-connected inverters, but 



7 



those skilled in the art will readily adapt the present invention to any appropriate 
type of internal oscillator, for example, an LC- or RC-type oscillator. 

All of the above U.S. patents, U.S. patent application publications, 
U.S. patent applications, foreign patents, foreign patent applications and non- 
5 patent publications referred to in this specification and/or listed in the Application 
Data Sheet are incorporated herein by reference, in their entirety. 

Such alterations, modifications, and improvements are intended to be 
part of this disclosure, and are intended to be within the spirit and the scope of the 
present invention. Accordingly, the foregoing description is by way of example 
10 only and is not intended to be limiting. The present invention is limited only as 
defined in the following claims and the equivalents thereto. 
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